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Abstract
A new protocolwhich couldbe usedfor the transportof telecommunicationsignallingmessagesover an IP-
basednetwork iscurrentlybeingdiscussedwithin theIETF. Theprotocolis calledStreamControlTransmission
Protocol(SCTP).In this paperwe shortly describeSCTPandan implementationof SCTP. Furthermore,we
evaluatehow theprotocolperformsin anwideareanetwork, especiallywhencompetingwith TCP. Theresults
wereobtainedin atest-bedconsistingof two localnetworkswhichareinterconnectedvia anemulatorof awide
areanetwork.

1 Intr oduction

Moderntelecommunicationnetworksheavily depend
on the fastandreliableexchangeof control informa-
tion. Signalling betweendifferent network entities
not only supportsbasictelecommunicationsservices
andfeaturesbut alsoenablesthe provisioning of ad-
vancednetwork serviceslike for example IN-based
servicesor mobility managementin mobile commu-
nicationnetworks. Quality of servicecriteria (which
aredirectlyperceivedby theuserof a telecommunica-
tion service),like e.g. the post-dialingdelay in fixed
andmobile networks, arestrongly influencedby the
performanceof thesignallingsystem.

Over the last two decades,the signalling system
number7 (SS7)[1] hasbecomethedominantbearerof
control information in telecommunicationnetworks.
Existingservicesandapplicationsrelyonthehighper-
formanceof SS7. This high performanceis mainly
due to efficient error control in layer 2 and to sig-
nalling specific network managementproceduresin
MTP level 3. However, theSS7signallingnetwork is
logically a separatenetwork which requiresdedicated
network infrastructureandonly sharessomephysical
resourceswith userplanetraffic. In ATM networks,
this separationhaspartly beenovercomewith the in-
troductionof the Signalling ATM AdaptationLayer
(SAAL) [2] wheredatalinksbetweensignallingpoints
canbe mappedonto VCs over a commonATM core
network. SAAL usesSSCOP[3][4] which relieson
sequenceintegrity providedby theATM layer. IP does
not provide sucha service,but a modificationof SS-
COP– SSCOPin aMulti-link andConnectionlessEn-
vironment(SSCOPMCE,[5]), which hasbeenspeci-
fiedby theITU-T, couldbeusedto transportsignalling
messagesoveranIP-basednetwork.

In the IETF working group’Signalling Transport
(SIGTRAN)’, adifferentapproachfor thetransportof
signallingmessagesis currentlybeingspecified: the

StreamControlTransmissionProtocol(SCTP)[6]. In
thisapproach,signallingmessagesareexchangedover
a commonpacket-switched(IP-based)corenetwork,
flow control anderror control areperformedend-to-
end,andavailability is increasedby usingtheconcept
of a clusterof ’applicationserver processes’(seesec-
tion 3.2)andby usingso-called’multi-homednodes’,
thatis IP hostsfor whichmorethanon IP addresscan
beusedasdestinationaddress.In this approach,user
planeandcontrolplanetraffic canbothbetransported
overa singleIP-basedcorenetwork.

In this paper, we studyhow userplanetraffic (e.g.
TCP connections)and signalling traffic (i.e. SCTP
dataflows) influenceeachother. The presentedre-
sultsareobtainedby monitoringthe behaviour of an
SCTPimplementationwhich runs in our SCTPtest-
bed. Thetest-bedcontainsseveralTCP/IPandSCTP
hostswhich are interconnectedvia a WAN emula-
tor [10].

In section2, we discussthe featuresof the new
StreamControlTransmissionProtocol(SCTP),before
in section3 typical applicationscenariosand adap-
tation layersare presented.Section4 describesthe
specificationstructureusedasa basisfor the imple-
mentation,while section5 presentsthe experimental
setupusedto evaluateprotocolperformance.Finally,
we presentmeasurementresultswhich show how the
protocolperformsin anemulatedwideareanetwork.

2 The Stream Control Transmis-
sion Protocol

Currently, the exchangeof signallingmessagesin an
IP-basednetwork is usually performedby eitherus-
ing UDP or TCP. Both of them do not completely
matchthe requirementsput on a signallingbearerin
a telecommunicationnetwork.



UDPis message-basedandprovidesafastconnec-
tionlessservice.Thismakesit suitablefor thetransfer
of delaysensitivesignallingmessages.However, UDP
only providesan unreliabledatagramservice. Error
control,i.e.sequencingof messages,detectionof mes-
sageduplicationandretransmissionof lost messages,
hasto beperformedby theapplication.

TCP, on theotherhand,provideserrorcontroland
flow control.However, it hasotherdrawbacks:

� TCP is byte-stream-oriented.This meansthat
delineationof messageshasto beperformedby
the applicationand that the end of a message
needsto besignalledto TCPby usingthepush
mechanismin orderto enforceimmediatetrans-
fer of theaccordingoctets.

� Many applicationsonly require partial order-
ing of signallingmessages,e.g.of messagesbe-
longingto thesamecall or thesametransaction.
TCPhoweverdeliversdatain a strict sequence.
This might lead to unnecessaryhead-of-line
blocking and therebymessagedelay might be
increased.

� A TCPconnectionis directlyidentifiedby apair
of transportaddresses(IP addressandportnum-
ber).Thispreventstransparentsupportof multi-
homedhosts.

� Typical TCP implementationsdo not allow ap-
plication specific control of protocol parame-
ters. However, this may be requiredto adapt
the protocolbehaviour to the needsof specific
signallingapplications.

Ononehand,SCTPenhancestheservicesof UDP
and offers a reliable transferof datagrams. On the
otherhand,it behavessimilar to TCP therebytrying
to overcomesomeof the limitations of TCP. In [6],
SCTPis describedasfollows:

SCTPis a reliabledatagramtransferprotocolop-
erating on top of an unreliableroutedpacket network
such asIP. It offers thefollowingservicesto its users:

� acknowledged error-freenon-duplicatedtrans-
fer of userdata,

� data segmentationto conform to discovered
pathMTU size,

� sequenceddelivery of user messages within
multiple streams,with an option for order-of-
arrival deliveryof individualusermessages,

� optional multiplexing of user messages into
SCTPdatagrams,and

� network-level fault tolerancethrough support-
ing of multi-homingat eitheror bothendsof an
association.

Thedesignof SCTPincludesappropriateconges-
tion avoidancebehaviourand resistanceto flooding
andmasqueradeattacks.

SCTPis connection-oriented.However, the con-
ceptof SCTPassociationsis broaderthanthatof TCP
connections.Eachof the two SCTPendpointspro-
videsoneSCTPportnumberandalist of IP addresses
to the otherendpointof the association,so that each
associationis identified by two SCTPport numbers
andtwo lists of IP addresses.Within an association,
congestioncontrol is performedin a way which is
similar to thatof the TCP congestioncontrol mecha-
nism. Acknowledgederror-freenon-duplicatedtrans-
fer of userdatais supportedby gapreportsandselec-
tive retransmissions.In this paper, we will show inter
alia how TCP andSCTPbehave whenthey compete
for thesamecongestednetwork resources.

Theprotocolhasrecentlybeenrenamedfrom Sim-
ple Control TransmissionProtocolto StreamControl
TransmissionProtocol.The termstreamrefersto the
ability of theprotocolto handleseveralstreamsof user
datagramsperassociationandto provide in-sequence
deliveryof thesedatagramsperstreamtherebyavoid-
ing head-of-lineblockingresultingfrom a lossin an-
otherstream.

3 SS7Transport over IP

3.1 General framework

The general framework for SS7 signalling over
IP-networks is described in the informational
RFC 2719 [7]. A major applicationfor the SCTP
basedsignalling transport is the transportof ISUP
messagesbetweena signalling gateway (SG) and a
mediagateway controller (MGC). A signallinggate-
way is a gateway betweenanSS7-basednetwork and
anIP-basednetwork. It handlesall MTP-relatedtasks
but hasno SS7userparts. The userparts(typically
ISUP) reside within the media gateway controller
which communicateswith the SG and controlsme-
diagateways(MG) via anIP-basednetwork. A media
gateway controllercanbe associatedwith more than
one signalling gateway for redundancy and possibly
load sharingpurposes.In sucha case,the SGscan
beviewedfrom theMTP-basednetwork assignalling
transferpoints(STPs)andtheMGC assignallingend-
point (SEP).Using the signalling gateway it is pos-
sible that the MGC transparentlycommunicateswith
SEPsin the MTP-basednetwork andvice versa. By
usingthe IP-basedsignallingtransport,it is alsopos-
sibleto build servicecontrolpoints(SCP)which have
no MTP-protocolstack.In thatcase,SCCPmessages
will be transportedbetweena signallinggateway and
theSCP.



3.2 Application Server clusters

Albeit beingdesignedasa generalpurposetransport
protocolovercomingsomeof the limitations of TCP,
the usageof SCTPfor transportingsignalling infor-
mationoveranIP-basednetwork wasoneof themain
driving forcesfor its developmentin the SIGTRAN
group. By using multi-homedhostsand the corre-
spondingfeatureof SCTPit is impossibleto meetthe
stringentreliability requirementsof SS7networksbe-
causeonehasto avoid singlepointsof failure.There-
fore the upperlayer protocols(ULP) currentlybeing
discussedin the SIGTRAN group (see[8] and [9])
usetheconceptof a clusterof ’applicationserverpro-
cesses(ASP)’. This cluster is called an ’application
server (AS)’ and the ULP provides the functionality
to managetheseclusters,i.e. therearemessagesfor
takinganASPout of service,to activateanASP and
soon. Especially, it shouldbepossibleto run several
ASPof oneapplicationserveron differenthosts.Fur-
thermoreit shouldbepossibleto performload-sharing
amongtheASPof anapplicationserver. Considering
theexamplegivenabove,theapplicationservercorre-
spondsto anMGC. By usingmultipleASPsondiffer-
enthostsonegetsa distributedMGC.

3.3 M3UA – an example of an upper
layer protocol

Adaptation layers are being definedso that the us-
ageof an IP-basedsignalling transportprotocol has
no impact on the upper layer interfaces. For ex-
ample, for transportingISUP messagesover an IP-

basednetwork nochangesshouldbenecessaryfor the
ISUP. Thereforeit was decidedto ’ transport’primi-
tives. For transportingSCCPandISUPmessagesthe
primitivesbetweenMTP Level 3 (MTP3)andtheSS7
userpartshave to be transported. This is provided
by theSS7MTP3-UserAdaptationlayer(M3UA) de-
scribedin [9]. In additionto theM3UA, anadaptation
layer for the SS7MTP2 (M2UA) hasbeenspecified
as well [8]. M2UA provides transportof primitives
betweenMTP Level 2 andMTP Level 3.

Only M3UA is consideredin the following. The
transportedprimitivesare:

1. MTP-TRANSFERrequest

2. MTP-TRANSFERindication

3. MTP-PAUSEindication

4. MTP-RESUMEindication

5. MTP-STATUSindication

Theseprimitivesare transportedby M3UA mes-
sages.It shouldbe notedthat the MTP-TRANSFER
indicationandrequestaretransportedusingthesame
M3UA message. This allows the direct communi-
cation betweenMGC without involving a signalling
gateway.

4 The SCTP Specification

We usedSDL as specificationlanguagein order to
generatea formal specificationof thebehaviour of an
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SCTPinstance.This specificationwasusedasa for-
mal documentwith a fairly high degreeof abstraction
andservedasbasisfor our implementation.

4.1 The SpecificationStructure

Our specificationstructureis basedon section1.3 of
the SCTPdraft [6]. It decomposesthe protocol into
functionallyseparateblocks.This approachprovedto
beadvantageousfor structuredsoftwaredevelopment
lateron (seesection4.3). Additionally, our SDL sys-
tem overview diagramcontainsimplementationspe-
cific blocks,thatmodeltheinterfaceto operatingsys-
tem(e.g.timer) functions.

As shown in figure 1, an SCTPsysteminstance
containsthefollowing modules:

1. MessageValidation and Distribution, which
validatesSCTPdatagramsandidentifiestheac-
cordingassociation.

2. PathManagement,a modulefor monitoringthe
reachabilityof thedifferenttransportaddresses
of thepeerof anassociation.

3. (De-)Bundling,a modulethatmultiplexes(and
de-multiplexes)severaldataandcontrolchunks
of an associationinto one SCTP datagram
which is to betransportedwithin oneIP packet.

4. Window- and Flow-Control, the module that
implementstheTCP-like flow controlandcon-
gestionavoidancemechanisms.

5. SCTPControl, the modulefor controlling the
statesof anassociation(associationstartupand
take-down, cf. figure2)

6. ReliableTransfer, a modulethatbuffersoutgo-
ing messagesuntil they are acknowledgedby
the association’s peer, and initiatesretransmis-
sionwhennecessary.

7. ReceptionControl, a module that keepstrack
of all incomingmessagesandgeneratesthe re-
quiredacknowledgementcontrolchunks.

8. StreamEngine,realizesthe in-sequencedeliv-
ery of userdatagramsperstreamandperforms
segmentationandreassemblyof largeuserdata-
gramswhennecessary.

4.2 SCTPStateMachine

In the following, we explain onepart of our specifi-
cation,the SCTPControl module,that maintainsthe
connectionstateof an association.In the CLOSED
state,incomingcontrol chunksaswell asconnection
requestsby an upper layer protocol may provoke a
changeof thestateof anassociation.
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The state overview diagram (figure 2) was au-
tomatically derived from our SDL specification. It
alsocontainsstatechangescausedby erroneouscon-
ditions andunexpectedmessages.As such,it repre-
sentsa morecompletespecificationof the behaviour
of that protocolcomponentthanthe statediagramin
section 3 of [6]. Shown are conditions and reac-
tions for the transitionsbetweenthe stateCLOSED
andthestateESTABLISHED usingCOOKIE mecha-
nisms,aswell asthetransitionstriggeredby theshut-
down procedureinvolving the threestatesShutdown
Sent/Pending/Received.

4.3 Mapping to Software Modules

The implementationhasbeenrealizedin C on Linux
andSolarisworkstations,usinga standardGNU com-
piler. Basedon theSDL specification,thesingleSDL
blocksweremappedto C modulesthatcommunicate
usingsimilar interfaces.Thecommunicationwith the
operatingsystemkernelhasbeenencapsulatedin an
additionalmodulesothatoperatingsystemdependen-
cies are only locatedin oneplace. This consequent
mappinghasbeenpossiblesincethespecificationwas
generatedkeepingin mind operatingsystemdepen-
dentinterfacesas,e.g.timersandsocket functions.

5 Results

We usedanexperimentalnetwork setup(cf. figure3),
where two subnetworks were interconnectedvia a
Linux router which ran the NIST software network
emulatorpackage[10] with theability of causing

� adjustabledelays,

� packet losswith acertainprobability,

� duplicationof packets,

� andbandwidthlimitations.

We tested the SCTP in a set of scenariosus-
ing a modifiedanddebuggedversionof theso-called
SCTPreferenceimplementation[11]. We usedthis
implementation,since it is publicly available and
hasbeenreleasedby the main authorsof the Inter-
net draft. Thereforeit can be assumedthat other
implementationswill exhibit a similar behaviour.
SCTPassociationsandTCPconnectionswereusually
set-upbetweenhostsbelongingto different subnet-
workstherebypassingtheLinux router(WAN emula-
tor). Sincetheemulatorallows introducingparameter
setsfor individual source/destinationaddresspairs,a
multi-homedhostmay indeedhave differentnetwork
transmissioncharacteristicsfor eachof its transport
addresses.

A typical problemsituationfor protocolsoccurs
whenanendpointis experiencingnetwork congestion
dueto a congestedlink. In sucha case,buffersof the
accessrouterto thecongestedlink arefilling up, lead-
ing to increasingpacket delaysand/orpacket losses.
ThoughtheNIST network emulator[10] doesnotpro-
vide a perfectmodelfor a bandwidth-limitedlink due
to its implementation,theeffectson thetraffic canbe
effectively simulatedby settingrespective parameters
(i.e. limiting bandwidthandaddinga certainlink de-
lay).

In thefollowing sectionswe will presentsomere-
sults of our investigations. We will compareTCP
behaviour and SCTP behaviour. We will use the
terms’SCTP association’and’SCTPconnection’in-
terchangeably, in orderto align the terminologywith
thatof TCP.

5.1 Looking at a singleSCTPassociation

In orderto checkthebasicfunctionalityof SCTP, we
senda large bulk of userdatagramswithin a single
associationfrom one host to anotherover the WAN
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emulatorwhich emulatesin both directionsa loss-
freebandwidth-limitedlink of 100kByte/s(link layer
payload)with an additionalfixed delay. SCTPmul-
tiplexescontrol anduserdatainto IP packetswhose
sizeis closeto theMTU sizeof 1500octets.We use
the order-of-arrival delivery option and measurethe
meanrate at which userdatagramsarrive at the re-
ceiver. Figure4 shows theresultsfor differentvalues
of the fixeddelaybetweenthehostsandfor different
SCTPuserdatagramsizes(100Byte and1376Byte).
The different userdatagramsizesresult in different
overheadperuserbyte. Independentof theuserdata-
gram size, userdatagramsarrive at exactly the rate
at which the 100 kByte/s link hasa utilization of 1,
whenthe delay is small. As the productof link rate
androundtrip time(RTT) surpassestheinitial receiver
window sizeof 32KByte, thethroughputis limited by
32KByte/RTT. A TCPconnectionshowsasimilarbe-
haviour over sucha link. In fact,any protocolwith a
limiting receiver window sizeshouldexhibit this be-
haviour. In figure 4 we alsoshow the theoreticalbe-
haviour of an’ideal’ protocolwhich hasno overhead.

5.2 Two competingprotocol instances

SCTPcongestioncontrolwasdesignedsimilar to that
of TCP with the goal to assurethat SCTPdoesnot
behave more aggressively than TCP. In order to test
the behaviour of SCTP when competingfor a lim-
ited resource,we sent the traffic of two saturated
sourcesover a loss-free,bandwidth-limitedlink of
100 kByte/s (link layer payload)with an additional

fixeddelayof 50 ms. In a first configurationwe stud-
ied two competingSCTP connections(i.e. associa-
tions)wherefor bothconnectionstheuserdatachunks
(of size100byte)weremultiplexedin large IP pack-
ets. In a secondconfiguration,one connectionpro-
ducedlarge IP packets whereasfor the secondcon-
nection,theprotocoloptionno-bundlingwasenabled,
leadingto small IP packets. In a third andin a fourth
configuration,large TCP/IP packets competedwith
large SCTP/IPpackets and with small SCTP/IPre-
spectively. We observedthat independentof thecon-
figuration,thetwo connectionsalwayssharedthelink
equally in termsof link layer load. Figure 5 illus-
tratesthis. The throughputof a single SCTP con-
nection is tracedover the time. Without competi-
tion theachievedthroughputis equalto themaximum
throughputover a 100kByte/slink (taking theSCTP
overheadfor 100byteuserdatachunksinto account).
At somepoint in time, anotherSCTPconnectionis
establishedover the link for the durationof approxi-
mately90s. During the existenceof that connection,
the achieved throughputof the observed SCTPcon-
nectionfalls to almostexactlyhalf of its originalvalue
and the new connectionachieves approximatelythe
samethroughput,i.e. thelink is equallyshared.

From this we concludethat neither SCTP with
largeIP packetsnor SCTPwith small IP packetscan
achieve a throughputdifferent from that of a TCP
connection. This meansthat SCTPis neithermore
nor lessaggressive thanTCP. The introductionof an
additionalSCTPassociationinto a TCP/IP network
with establishedTCPconnectionsdoesnot affect the
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throughputof theseconnectionsmorethanthe intro-
ductionof anadditionalTCPconnection.

5.3 Bandwidth sharing between several
connections

Signallingtraffic over an SCTPconnectionmight re-
quire a certainbandwidth. We usea (non-saturated)
SCTPuserdatagramsourcewhich createsdatagrams
at an approximaterate of 30 kByte/s. We sendthis
traffic within a single SCTPassociationover a loss-
lessbandwidth-limitedlink (againwith 100 kByte/s

andanadditionalfixeddelayof 50 ms) togetherwith
the traffic of up to n greedyTCP sources.Figure 6
shows thethroughputof theSCTPconnectionfor dif-
ferentvaluesof n. We find that aslong asthe SCTP
senderdoesnotneedmorethanashareof

�����	��
���

-th

of thelink bandwidth(shown in thefigureas’ limit’),
it getsthe requiredthroughput. In this case,the re-
maining bandwidthis equally sharedbetweenthe n
greedyTCPconnections.Otherwise,eachconnection,
no matterif it is an SCTPassociationor a TCP con-
nection,gets

��������
���

-th of thelink bandwidth.

From this follows that multiplexing of several



streamsintooneassociationresultsin alessaggressive
behaviour than openingone associationper stream,
which would be a typical TCP usage. Furthermore,
the resultsimply that in an engineeredIP-basedsig-
nallingnetwork, managingthenumberof associations
(connections)perlink, couldguaranteea well-defined
minimal throughputper connection. In an environ-
ment where SCTP associationsare establishedin a
controlledwayandexist for aratherlongtime,e.g.for
signallingtransport,network planningshouldexploit
this behaviour.

6 Conclusion

We haveshown thatSCTPtraffic hasthesameimpact
on TCP traffic as normal TCP traffic. This leadsto
theconclusionthattheintroductionof this new proto-
col into a TCP/IPnetwork doesnot degradethe per-
formanceof the existing protocols. Furthermore,we
have seenthat TCP andSCTPconnectionssharere-
sourcesequallyandthat this behaviour canbe taken
into accountin anengineeredIP-basedsignallingnet-
work.

SCTPwasdevelopedto transportsignalling traf-
fic. Protocol featureslike selective acknowledge-
ments,fast retransmissionsandout-of-orderdelivery
were incorporatedin order to enablethe protocol to
matchthe high performancerequirementsput onto a
signallingsystem.However, it is notyetclearif SCTP
canmeettheserequirements.This issuewill beinves-
tigatedin furtherstudies.
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