


Session A4 - Switch Control

Multiservice Networking Using a Component-based Switch and Router Architecture . . . .. 97
T. Lundberg, N. Bjorkman, Telia Research AB, Sweden

TAP: Architecture for Trusted Transfers in ATM Networks with Active Switches . ... .. .. 105
J. L. Gonzélez-Sanchez, University of Extremadura,
J. Domingo-Pascual, Univ. Politécnica de Catalunya, Spain

MiBlet, Logically Partitioned Resource Controller, in SNMP/SMI and CORBA
for Open Switching Architecture . ... ..... . ... .. ... . .. ... ... .. 113
J.-J. Lim, Samsung Electronics, Korea

Session B5 - Routing in ATM

Simulation Study of Dynamic Cost-Based Routing in PNNI Networks . . . ............. 117
J. Rammer, M. Conte, G. Fischer, Siemens AG, Austria, N. Mersch, Siemens AG, Germany,
F. Chummun, L. Bella, ESA/ESTEC, Netherlands

Bandwidth Adaptive Hierarchies for On-Line ATM Quality of Service Routing . . . . .. . . .. 125
S. Wilimott, B.Faltings, Ecole Polytechnique Federale de Lausanne, Switzerland

On the Use of Trunk Reservation in PNNIRouting .. ............... .. .......... 135
B. Szviatovszki, B. J6zsa, A. Magi, D. Orincsay, Ericsson, Hungary

Session B6 - End-to-End Performance

Performance Evaluation of the Simple Control Transmission Protocol (SCTP) .. .. ... ... 141
A. Jungmaier, University Essen,Germany, M. Schopp, M. Tuxen, Siemens AG, Germany

End-to End Congestion Control and Bandwidth Measurement in High Speed
ATM Networks . ... ... 149
S. Mascolo, A. Grieco, E. Di Sciascio, Politecnico di Bari, Italy, M. Gerla, UCLA, Los Angeles, USA

A Simulation Study on Traffic Aggregation in Multi-Service Networks .. .... . ........ 157
K. Dolzer, W. Payer, M. Eberspacher, University of Stuttgart, Germany

Session B7 - ABR Performance

A Congestion Control Algorithm for Multipoint-to-Multipoint ABR Service
in ATM Network . . ... ... . e 167
D. C. W. Pao, City University of Hong-Kong ‘

Point to Multipoint ABR Flow Control in ATM Networks . . . . . ............ ... ...... 177
D-H. Kim, Y. B. Park, J.K. Kim, C. H. Park, Electronics and Communications
Research Institute, Korea

A Flexible Multipoint-to-Point Traffic Control Algorithm for ABR Services
iINATM Networks . . ... ... 185
U. T. Nguyen, |. Katzela, Univ. of Toronto, Canada



Performance Evaluation of the Stream Control TransmissionProtocol
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Michael SchoppMichael Tiixen, SiemensAG, InformationandCommunicatiorNetworks, Munich, Germary

Abstract

A new protocolwhich could be usedfor the transportof telecommunicatiorsignallingmessagesver an |P-
basedhetworkis currentlybeingdiscussedvithin the IETF. Theprotocolis calledStreamControl Transmission
Protocol(SCTP).In this paperwe shortly describeSCTPand animplementatiorof SCTP Furthermorewe
evaluatehow the protocolperformsin anwide areanetwork, especiallywhencompetingwith TCP. Theresults
wereobtainedn atest-bedconsistingof two local networkswhich areinterconnectedia anemulatorof awide

areanetwork.

1 Intr oduction
Moderntelecommunicatiometworks heavily depend
on the fastandreliable exchangeof controlinforma-
tion. Signalling betweendifferent network entities
not only supportsbasictelecommunicationservices
andfeaturesbut also enableghe provisioning of ad-
vancednetwork serviceslike for example IN-based
servicesor mobility managemenin mobile commu-
nication networks. Quality of servicecriteria (which
aredirectly percevedby theuserof atelecommunica-
tion service),like e.g.the post-dialingdelayin fixed
and mobile networks, are strongly influencedby the
performancef the signallingsystem.

Over the last two decadesthe signalling system
number7 (SS7)[1] hasbecomahedominanteareiof
control information in telecommunicatiometworks.
Existingservicesandapplicationgely onthehighper
formanceof SS7. This high performancds mainly
due to efficient error control in layer 2 andto sig-
nalling specific network managemenproceduresn
MTP level 3. However, the SS7signallingnetwork is
logically a separataetwork which requiresdedicated
network infrastructureandonly sharessomephysical
resourceswith userplanetraffic. In ATM networks,
this separatiorhaspartly beenovercomewith the in-
troduction of the Signalling ATM AdaptationLayer
(SAAL) [2] wheredatalinks betweersignallingpoints
canbe mappedonto VCs over acommonATM core
network. SAAL usesSSCOP[3][4] which relieson
sequencétegrity providedby the ATM layer. IP does
not provide sucha service,but a modificationof SS-
COP-SSCOHnN aMulti-link andConnectionlesgn-
vironment(SSCOPMCE]5]), which hasbeenspeci-
fiedbythel TU-T, couldbeusedto transporsignalling
messageseveran IP-basechetwork.

In the IETF working group’Signalling Transport
(SIGTRAN)', adifferentapproactor thetransporiof
signallingmessagess currently being specified: the

StreamControl TransmissiorProtocol(SCTP)[6]. In
thisapproachsignallingmessageareexchangeaver
a commonpaclet-switched(IP-based)core network,
flow control and error control are performedend-to-
end,andavailability is increasedy usingthe concept
of a clusterof "applicationsener processes(seesec-
tion 3.2) andby usingso-calledmulti-homednodes’,
thatis IP hostsfor which morethanon IP addressan
be usedasdestinatioraddressin this approachuser
planeandcontrolplanetraffic canbothbetransported
overasinglelP-basedtorenetwork.

In this paperwe studyhow userplanetraffic (e.g.
TCP connections)and signalling traffic (i.e. SCTP
dataflows) influenceeachother The presentede-
sultsare obtainedby monitoringthe behaiour of an
SCTPimplementatiorwhich runsin our SCTPtest-
bed. Thetest-bedcontainsseseral TCP/IPandSCTP
hostswhich are interconnectedvia a WAN emula-
tor [10Q].

In section2, we discussthe featuresof the new
StreamControl TransmissioriProtocol(SCTP) before
in section3 typical applicationscenariosand adap-
tation layersare presented. Section4 describeghe
specificationstructureusedas a basisfor the imple-
mentation,while section5 presentghe experimental
setupusedto evaluateprotocol performance Finally,
we presentmeasurementesultswhich shov how the
protocolperformsin anemulatedvide areanetwork.

2 The Stream Control Transmis-
sion Protocol

Currently the exchangeof signallingmessageg an
IP-basednetwork is usually performedby eitherus-
ing UDP or TCPR Both of them do not completely
matchthe requirementsput on a signalling bearerin

atelecommunicatiometwork.



UDPis message-basehdprovidesafastconnec-
tionlessservice.This makesit suitablefor thetransfer
of delaysensitve signallingmessaged-dowever, UDP
only providesan unreliabledatagramservice. Error
control,i.e.sequencingf messagesietectiorof mes-
sageduplicationandretransmissiof lost messages,
hasto be performedby theapplication.

TCR ontheotherhand,provideserrorcontroland
flow control. However, it hasotherdravbacks:

e TCP is byte-stream-orientedThis meansthat
delineationof messagebkasto be performedby
the applicationand that the end of a message
needdo be signalledto TCP by usingthe push
mechanisnin orderto enforceimmediatetrans-
fer of theaccordingoctets.

Many applicationsonly require partial order
ing of signallingmessage®.g.of messagebe-
longingto thesamecall or thesametransaction.
TCP however deliversdatain a strict sequence.
This might lead to unnecessanhead-of-line
blocking and therebymessagalelay might be
increased.

A TCPconnectioris directlyidentifiedby apair
of transporaddresse@P addressndportnum-
ber). Thispreventstransparensupportof multi-
homedhosts.

Typical TCP implementationglo not allow ap-
plication specific control of protocol parame-
ters. However, this may be requiredto adapt
the protocolbehaiour to the needsof specific
signallingapplications.

Ononehand,SCTPenhancetheservicesof UDP
and offers a reliable transferof datagrams. On the
otherhand,it behaessimilar to TCP therebytrying
to overcomesomeof the limitations of TCR In [6],
SCTPis describedasfollows:

SCTPis a reliable datagramtransferprotocol op-
erating on top of an unreliable routedpadet network
suc aslP. It offersthefollowing servicedo its users:

e adknowledgd error-free non-duplicatedrans-

fer of userdata,

data sggmentationto conform to discovered
pathMTU size

sequenceddelivery of user messges within
multiple streams,with an option for order-of-
arrival deliveryof individual usermessges,

optional multiplexing of user messges into
SCTPdatagrams,and

network-level fault tolerancethrough support-
ing of multi-homingat eitheror bothendsof an
association.

Thedesignof SCTPincludesappropriate conges-
tion avoidancebehaviourand resistanceo flooding
andmasqueadeattads.

SCTPis connection-orientedHowever, the con-
ceptof SCTPassociationss broaderthanthatof TCP
connections. Eachof the two SCTP endpointspro-
videsoneSCTPportnumberandalist of IP addresses
to the otherendpointof the associationso that each
associationis identified by two SCTP port numbers
andtwo lists of IP addressesWithin an association,
congestioncontrol is performedin a way which is
similar to that of the TCP congestiorcontrol mecha-
nism. Acknowledgederrorfree non-duplicatedrans-
fer of userdatais supportedy gapreportsandselec-
tive retransmissiondn this paperwe will shav inter
alia how TCP and SCTPbehae whenthey compete
for the samecongestedhetwork resources.

Theprotocolhasrecentlybeenrenamedrom Sim-
ple Control TransmissiorProtocolto SteamControl
TransmissiorProtocol. The term streamrefersto the
ability of the protocolto handlesereralstreamsf user
datagramgperassociatiorandto provide in-sequence
delivery of thesedatagram®er streantherebyavoid-
ing head-of-lineblocking resultingfrom alossin an-
otherstream.

3 SS7Transport over IP

3.1 Generalframework

The general framewvork for SS7 signalling over
IP-networks is described in the informational
RFC 2719[7]. A major applicationfor the SCTP
basedsignalling transportis the transportof ISUP
messagedetweena signalling gatavay (SG) and a
mediagatavay controller (MGC). A signalling gate-
way is a gatavay betweenan SS7-basedetwork and
anl|P-basedetwork. It handlesall MTP-relatedtasks
but hasno SS7userparts. The userparts (typically
ISUP) reside within the media gatevay controller
which communicatewith the SG and controls me-
diagatevays(MG) via anlP-basechetwork. A media
gatevay controller canbe associatedvith morethan
one signalling gatevay for redundang and possibly
load sharingpurposes. In sucha case,the SGscan
beviewedfrom the MTP-basechetwork assignalling
transferpoints(STPs)andthe MGC assignallingend-
point (SEP).Using the signalling gatevay it is pos-
sible thatthe MGC transparenthcommunicatesvith
SEPsin the MTP-basedhetwork andvice versa. By
usingthe IP-basedsignallingtransport;t is alsopos-
sibleto build servicecontrolpoints(SCP)which have
no MTP-protocolstack.In thatcase SCCPmessages
will betransportedetweena signallinggatevay and
the SCP



3.2 Application Server clusters

Albeit beingdesignedasa generalpurposetransport
protocolovercomingsomeof the limitations of TCPR,
the usageof SCTPfor transportingsignalling infor-
mationover an|P-basecetwork wasoneof themain
driving forcesfor its developmentin the SIGTRAN
group. By using multi-homedhostsand the corre-
spondingfeatureof SCTPIt is impossibleto meetthe
stringentreliability requirement®f SS7networks be-
causeonehasto avoid singlepointsof failure. There-
fore the upperlayer protocols(ULP) currently being
discussedn the SIGTRAN group (see[8] and [9])
usethe concepbf a clusterof "applicationsener pro-
cesseqASP)'. This clusteris called an 'application
sener (AS)’ andthe ULP providesthe functionality
to managetheseclusters,i.e. thereare messagesor
taking an ASP out of service,to actvatean ASP and
soon. Especiallyit shouldbe possibleto run several
ASP of oneapplicationsener on differenthosts.Fur-
thermoret shouldbepossibleto performload-sharing
amongthe ASP of anapplicationsener. Considering
theexamplegivenabove,theapplicationsener corre-
spondgo anMGC. By usingmultiple ASPson differ-
enthostsonegetsa distributedMGC.

3.3 M3UA - an example of an upper
layer protocol

Adaptationlayers are being definedso that the us-
ageof an IP-basedsignalling transportprotocol has
no impact on the upper layer interfaces. For ex-
ample, for transportinglISUP message®ver an IP-

basechetwork no changeshouldbe necessaryor the
ISUR Thereforeit was decidedto 'transport’ primi-
tives. For transportingSCCPandISUP messagethe
primitivesbetweerMTP Level 3 (MTP3)andtheSS7
user partshave to be transported. This is provided
by the SSTMTP3-UserAdaptationlayer (M3UA) de-
scribedin [9]. In additionto theM3UA, anadaptation
layer for the SS7TMTP2 (M2UA) hasbeenspecified
aswell [8]. M2UA providestransportof primitives
betweerMTP Level 2 andMTP Level 3.

Only M3UA is consideredn the following. The
transportegrimitivesare:

1. MTP-TRANSFERrequest
2. MTP-TRANSFERIindication
3. MTP-PAUSE ndication

4. MTP-RESUMEindication
5. MTP-STATUS indication

Theseprimitives are transportecby M3UA mes-
sages.It shouldbe notedthatthe MTP-TRANSFER
indicationandrequestaretransportedisingthe same
M3UA message. This allows the direct communi-
cation betweenMGC without involving a signalling
gatevay.

4 The SCTP Specification

We usedSDL as specificationlanguagein order to
generatea formal specificatiorof the behaviour of an
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Figurel: Overview of the SCTPspecificatiorstructure
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SCTPinstance.This specificatiorwasusedasa for- 4. Window- and Flow-Control, the module that
mal documenwith afairly high degreeof abstraction implementghe TCP-like flow controlandcon-
andsenedasbasisfor ourimplementation. gestionavoidancemechanisms.

o 5. SCTP Control, the modulefor controlling the
4.1 The SpecificationStructure statesof an associatior(associatiorstartupand

I . . take-down, cf. figure 2)
Our specificationstructureis basedon section1.3 of

the SCTPdraft [6]. It decomposeshe protocolinto 6. ReliableTransfer a modulethat buffers outgo-

functionally separatdlocks. This approactprovedto ing messagesintil they are acknavledgedby

be advantageousor structuredsoftwaredevelopment the associatiors peer andinitiatesretransmis-

later on (seesection4.3). Additionally, our SDL sys- sionwhennecessary

tem overview diagramcontainsimplementatiorspe-

cific blocks,thatmodeltheinterfaceto operatingsys- 7. ReceptionControl, a module that keepstrack

tem (e.g.timer) functions. of all incomingmessageandgenerateshe re-
As shawn in figure 1, an SCTP systeminstance quiredacknavledgementontrolchunks.

containsthefollowing modules: , . . .
8. StreamEngine,realizesthe in-sequenceleliv-

ery of userdatagramsgper streamand performs
sggmentatiormndreassemblyf largeuserdata-
gramswhennecessary

1. MessageValidation and Distribution, which
validatesSCTPdatagramsndidentifiestheac-
cordingassociation.

2. PathManagementa modulefor monitoringthe 4 2 gCTP State Machine
reachabilityof the differenttransportaddresses
of thepeerof anassociation. In the following, we explain one part of our specifi-
cation,the SCTP Control module, that maintainsthe
3. (De-)Bundling,a modulethat multiplexes(and connectionstateof an association.In the CLOSED
de-multiplexes)severaldataandcontrolchunks state,incoming control chunksaswell asconnection
of an associationinto one SCTP datagram requestsby an upper layer protocol may provoke a
whichis to betransportedvithin onelP paclet. changeof the stateof anassociation.
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The state overvien diagram (figure 2) was au-
tomatically derived from our SDL specification. It
alsocontainsstatechangesausedy erroneouson-
ditions and unexpectedmessagesAs such, it repre-
sentsa more completespecificationof the behaiour
of that protocolcomponenthanthe statediagramin
section 3 of [6]. Shawn are conditions and reac-
tions for the transitionsbetweenthe state CLOSED
andthe stateESTABLISHED usingCOOKIE mecha-
nisms,aswell asthetransitionstriggeredby the shut-
down procedurenvolving the three statesShutdavn
Sent/Pending/Recesd.

4.3 Mapping to Software Modules

The implementatiorhasbeenrealizedin C on Linux
andSolarisworkstationsusinga standardsNU com-
piler. Basedon the SDL specificationthesingleSDL
blocksweremappedo C modulesthatcommunicate
usingsimilar interfaces.The communicatiorwith the
operatingsystemkernel hasbeenencapsulateéth an
additionalmodulesothatoperatingsystemdependen-
ciesareonly locatedin one place. This consequent
mappinghasbeenpossiblesincethe specificatiorwas
generatedkeepingin mind operatingsystemdepen-
dentinterfacesas,e.g.timersandsocletfunctions.

5 Results

We usedan experimentahetwork setup(cf. figure 3),
where two subnetvorks were interconnectedvia a
Linux router which ran the NIST software network
emulatorpackagd10] with the ability of causing

¢ adjustablalelays,
e pacletlosswith acertainprobability
¢ duplicationof paclets,

e andbandwidthlimitations.

We testedthe SCTP in a set of scenariosus-
ing a modifiedand deluggedversionof the so-called
SCTPreferenceimplementation[11]. We usedthis
implementation, since it is publicly available and
hasbeenreleasedby the main authorsof the Inter-
net draft. Thereforeit can be assumedthat other
implementationswill exhibit a similar behaiour.
SCTPassociationandTCP connectionsvereusually
set-upbetweenhostsbelongingto different subnet-
workstherebypassinghe Linux router(WAN emula-
tor). Sincethe emulatorallows introducingparameter
setsfor individual source/destinatioaddresgairs,a
multi-homedhostmay indeedhave differentnetwork
transmissioncharacteristic§or eachof its transport
addresses.

A typical problemsituationfor protocolsoccurs
whenanendpointis experiencingnetwork congestion
dueto a congestedink. In sucha case buffersof the
accessouterto thecongestedink arefilling up, lead-
ing to increasingpaclet delaysand/orpaclet losses.
ThoughtheNIST network emulato{10] doesnotpro-
vide a perfectmodelfor a bandwidth-limitedink due
to its implementationthe effectson the traffic canbe
effectively simulatedby settingrespectre parameters
(i.e. limiting bandwidthandaddinga certainlink de-
lay).

In thefollowing sectionave will presensomere-
sults of our investigations. We will compareTCP
behaiour and SCTP behaiour. We will use the
terms’SCTP associationand’'SCTP connection’in-
terchangeablyin orderto align the terminologywith
thatof TCR

5.1 Looking at asingleSCTP association

In orderto checkthe basicfunctionality of SCTR we
senda large bulk of userdatagramswithin a single
associatiorfrom one hostto anotherover the WAN
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Figure4: Flow controlover a bandwidth-limitedink

emulatorwhich emulatesin both directionsa loss-
free bandwidth-limitedink of 100kByte/s(link layer
payload)with an additionalfixed delay SCTPmul-
tiplexes control and userdatainto IP packetswhose
sizeis closeto the MTU sizeof 15000ctets. We use
the orderof-arrival delivery option and measurethe
meanrate at which userdatagramsarrive at the re-
ceiver. Figure4 shows theresultsfor differentvalues
of the fixed delaybetweerthe hostsandfor different
SCTPuserdatagransizes(100Byte and1376Byte).
The different user datagramsizesresultin different
overheadper userbyte. Independenof the userdata-
gram size, userdatagramsarrive at exactly the rate
at which the 100 kByte/s link hasa utilization of 1,
whenthe delayis small. As the productof link rate
androundtrip time (RTT) surpassetheinitial recever
window sizeof 32 KByte, thethroughpuis limited by
32KByte/RTT. A TCPconnectiorshavsasimilarbe-
haviour over suchalink. In fact,any protocolwith a
limiting recever window size shouldexhibit this be-
haviour. In figure 4 we alsoshaw the theoreticalbe-
haviour of an’ideal’ protocolwhich hasno overhead.

5.2 Two competingprotocolinstances

SCTPcongestiorcontrolwasdesignedsimilar to that
of TCP with the goal to assurethat SCTP doesnot
behare more aggressiely than TCP. In orderto test
the behaiour of SCTP when competingfor a lim-
ited resource,we sent the traffic of two saturated
sourcesover a loss-free, bandwidth-limitedlink of
100 kByte/s (link layer payload)with an additional

fixeddelayof 50 ms. In afirst configurationwe stud-
ied two competingSCTP connections(i.e. associa-
tions)wherefor bothconnectionsheuserdatachunks
(of size 100 byte) weremultiplexedin large IP pack-
ets. In a secondconfiguration,one connectionpro-
ducedlarge IP paclets whereasfor the secondcon-
nection,the protocoloptionno-bundlingwasenabled,
leadingto smallIP paclets. In a third andin afourth
configuration,large TCP/IP paclets competedwith
large SCTP/IP paclets and with small SCTP/IPre-
spectvely. We obsenedthatindependenbf the con-
figuration,thetwo connectionalwayssharedhelink
equally in termsof link layer load. Figure5 illus-
tratesthis. The throughputof a single SCTP con-
nectionis tracedover the time. Without competi-
tion theachievedthroughputs equalto the maximum
throughputover a 100 kByte/slink (takingthe SCTP
overheador 100 byte userdatachunksinto account).
At somepoint in time, anotherSCTP connectionis
establisheaver the link for the durationof approxi-
mately 90s. During the existenceof that connection,
the achieved throughputof the obsened SCTP con-
nectionfallsto almostexactly half of its original value
and the new connectionachieves approximatelythe
samethroughputj.e. thelink is equallyshared.

From this we concludethat neither SCTP with
large IP paclketsnor SCTPwith small IP pacletscan
achieve a throughputdifferent from that of a TCP
connection. This meansthat SCTPis neithermore
nor lessaggressie than TCR. The introductionof an
additional SCTP associationinto a TCP/IP network
with establishedl CP connectionsloesnot affect the
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throughputof theseconnectionamorethanthe intro- andanadditionalfixed delayof 50 ms) togetherwith
ductionof anadditionalTCP connection. the traffic of up to n greedyTCP sources. Figure 6
shavs thethroughputof the SCTPconnectiorfor dif-
. . ferentvaluesof n. We find thataslong asthe SCTP
5.3 BandW|ch sharing between several sendedoesnotneedmorethanashareof 1/(n+1)-th
connections of thelink bandwidth(shown in the figure as’limit’),
it getsthe requiredthroughput. In this case,the re-
maining bandwidthis equally sharedbetweenthe n
greedyTCPconnectionsOtherwise gachconnection,

Signallingtraffic over an SCTPconnectionmight re-
quire a certainbandwidth. We usea (non-saturated)
SCTPuserdatagranmsourcewhich createslatagrams e o
at an approximaterate of 30 kByte/s. We sendthis no r?atterlft '; IS an SlC'tl': istioﬁ!aﬂobmrgrgti con-
traffic within a single SCTPassociatiorover a loss- nection.gets1/(n + 1)-th of thelink bandwidth.
lessbandwidth-limitedlink (againwith 100 kByte/s From this follows that multiplexing of several



streamsnto oneassociatiomesultsn alessaggressie
behaiour than openingone associationper stream,
which would be a typical TCP usage. Furthermore,
the resultsimply thatin an engineeredP-basedsig-
nalling network, managinghe numberof associations
(connectionsperlink, couldguarantee well-defined
minimal throughputper connection. In an erviron-
ment where SCTP associationsare establishedn a
controlledway andexist for aratherlongtime, e.g.for
signallingtransport,network planningshouldexploit
this behaviour.

6 Conclusion

We have shavn that SCTPtraffic hasthe sameimpact
on TCP traffic asnormal TCP traffic. This leadsto
the conclusiorthattheintroductionof this new proto-
col into a TCP/IP network doesnot degradethe per
formanceof the existing protocols. Furthermorewe
have seenthat TCP and SCTP connectionssharere-
sourcesequally andthat this behaiour can be taken
into accountin anengineeredP-basedignallingnet-
work.

SCTPwasdevelopedto transportsignalling traf-
fic. Protocol featureslike selectve acknavledge-
ments,fastretransmissionand out-of-orderdelivery
were incorporatedn orderto enablethe protocolto
matchthe high performanceequirementput onto a
signallingsystem.However, it is notyetclearif SCTP
canmeettheserequirementsThisissuewill beinves-
tigatedin furtherstudies.
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